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Introduction

Linux has a significant presence in many network environments. Surveys show that up to 60% of Web hosting is Linux based.  A growing number of enterprise environments and corporate data centers also use Linux to perform a variety of in-house solutions. 

As a networking professional it is helpful to understand Linux and the role it can play in networking.  Small to medium sized business can leverage Open Source network monitoring applications and familiarity with these products, and the underlying Linux OS, can greatly assist any network engineer. 

This paper will present a broad overview of some basic useful Linux tools and freely available Open Source networking administration tools. 

I. Linux Network Monitoring Solutions

Two extremely popular Open Source Linux bases network monitoring applications are readily available and easily deployed.

While very large business and networks may employ 3rd Party or OEM network monitoring applications such as CiscoWorks, et. al. these cost of these far exceeds budget constraints of small to medium business. Open Source network monitoring solutions excel in this scenario.

Nagios:


http://www.nagios.org/
From their home page Nagios is described as:

“Nagios is a host and service monitor designed to inform you of network problems before your clients, end-users or managers do. It has been designed to run under the Linux operating system, but works fine under most *NIX variants as well. The monitoring daemon runs intermittent checks on hosts and services you specify using external "plugins" which return status information to Nagios. When problems are encountered, the daemon can send notifications out to administrative contacts in a variety of different ways (email, instant message, SMS, etc.). Current status information, historical logs, and reports can all be accessed via a web browser.”

Nagios is an effective Open Source tool to monitor the health of your network.  This tool can give early warning when a problem in the network occurs. Thus you can act quickly to analyze the issue and implement a solution, minimizing network downtime.  Nagios can be configured to read SNMP from any networking devices making it easy to integrate into your existing network.  The GUI interface allows for easy administration and simplifies the finding of errors within in the network.  Nagios also has the power to not only monitor network hardware, but it also monitors: Windows/Linux end user machines, Windows/Linux servers, networked printers, and services located within the local network or provided over the internet.  The flexibility and modularity of this program is endless, which helps in the daunting job of keeping a large network running efficiently and maintaining your SLA.  One thing that separates Nagios from many other network monitoring tools is the integration of many appliances into the Nagios interface.  Nagios allows for the integration of digital environmental monitoring and security devices to protect against the elements and the ever looming problem of theft. This great application will decrease network downtimes but yet it is all supplied free of charge.

Cacti:

http://www.cacti.net/
Cacti is describe at the referenced home page as:

“Cacti is a complete network graphing solution designed to harness the power of RRDTool's data storage and graphing functionality. Cacti provides a fast poller, advanced graph templating, multiple data acquisition methods, and user management features out of the box. All of this is wrapped in an intuitive, easy to use interface that makes sense for LAN-sized installations up to complex networks with hundreds of devices.”

Cacti, like Nagios, is a powerful monitoring tool that is offered free of charge.  This networking tool provides swift storage and display of network statistics, utilizing a technology called Round Robin Archives.  Cacti displays very robust and precise graphs that help the network administrator to visualize the scope and efficiency of his network design. Cacti is a web based frontend for the RRDTool graphing utility which collects and stores information ranging from temperature,  voltages, uptime, CPU load, running processes, etc.  Information can be collected via easily configured SNMP templates, which include Cisco Router SNMP templates. A wealth of information can be collected and graphed.  Graphing options are highly configurable and user accounts can control what service associated graphs a customer or department can view. This information is key to analyzing the flow of traffic through your network, device upgrade planning, and ensuring optimized connectivity end-to-end.  

II. Linux Networking Utilities

Having some familiarity with a few basic Linux networking tools can be extremely helpful in a corporate, enterprise or data center environment.  Some of these tools are also available for Windows but are easily available or standard for most Linux distributions. Additionally, these tools are free and can be modified or distributed any way you please. Leveraging Open Source tools allows organizations to minimize costs as compared to deploying commercial software solutions.

Linux Live CDs

Eliminate OS corruption issues (or corruption in the host OS TCP stack or firewall) with a clean slate using a live CD.  Live CD's can be used on almost any machine that has a CDROM.  This allows network monitoring from multiple areas without having to install any unwanted tools on the clients and without needing local logins.  Live CDs can also be used in almost any flavor of Linux you please - and don't be fooled as these are not simply command line environments. Most CDs come with a full GUI and can be customized to your needs.  A live CD coupled with these network tools can come in handy whenever network issues need diagnosed.

nmap / zenmap

Nmap is a console based network security auditing tool and Zenmap is the GUI that can be utilized for those too shy for the console.  Nmap is one of the most popular tools within a security analysts tool bag. Some of nmap's many uses are to find live hosts, report on any services that are running, detect the OS of the scanned system, and report on the version of both the OS and services detected.  Nmap is a very strong port scanner which supports many different types of scans including: SYN, TCP connect, UDP, NULL, FIN, XMAS, TCP Ack, TCP window, TCP Maimon, IP, FTP, and your own custom TCP scans.  This tool can be used to help harden your network from any intruders and also help in the administration of your network.

iptraf

Iptraf reports network interface statistics that assist in analyzing data traveling across your network.  Iptraf allows you to view various types of traffic on the network including:  IP, TCP, UDP, ICMP, IGMP, IGP, IGRP, OSPF, ARP, and RARP.  Iptraf also supports a broad range of interfaces including:  loopback, ethernet, FDDI, SLIP, Async PPP, Sync PPP over ISDN, ISDN IP encapsulation, ISDN Cisco HDLC encapsulation, and Parallel line IP.  This is a very useful tool for determining what traffic is traveling on the network and where it is going.  With this tool you can detect attacks which might be occurring in your network and isolate the machine the attacks are originating from, or analyze the source of attacks on a targeted system. 

mtr

Mtr combines the ping and traceroute tools into one.   After completing the initial traceroute to the destination, mtr will then continue to monitor all the links between you and the destination by sending ICMP Echo requests.  Mtr reports the current, last, best, and worse latency, loss percentage, and sent packets to each hop that is taken to the destination.  This allows you as the network administrator to find and troubleshoot any links that are down or might be running slow. 
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